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3.1 Al GOVERNANCE

The urgent questions concerning data
privacy, security, bias and the ethics of Al
point to the critical role of governments

in setting adequate regulation to manage
any potential pitfalls of Al. This presents an
opportunity in the UAE, with its benefits

of multinational residents and an agjle
leadership, to refine best practices to advance
the global conversation.

The UAE Cabinet appointed the UAE Artificial
Intelligence and Blockchain Council to oversee
the implementation of Al technology in
society and across government. The Council
will propose policies to create an Al-friendly
ecosystem, advance research in the sector, and
promote collaboration between the public
and private sectors, including international
institutions to accelerate the adoption

of Al. The Council is further tasked with
encouraging the exchange of knowledge

and experience in the Al field, integrating

Al in education, spreading awareness and
knowledge in the public sector and using

Al to ensure the happiness of individuals.

The Council also oversees the positive use

of artificial intelligence, privacy of user data,
data security and integrity, and efficient data
sharing with the competent authorities. The
UAE Artificial Intelligence and Blockchain
Council also handles blockchain and

oversees ways to use blockchain across the

government. The formation of the council
is one of the five themes outlined in the
Government’s Al strategy.

Elsewhere in the UAE, initiatives such as

the federal Reglab offer an example of

the agile approach that will accelerate the
UAE in becoming a world hub for Al. The
Reglab enables the UAE Cabinet to grant
temporary licenses for the testing and
vetting of innovations that utilise future
technologies and its applications, such as
Al. Similar regulatory sandboxes by the Abu
Dhabi Global Markets (ADGM) and Dubai
International Financial Centre (DIFC) will
lead to further insights on the right mix of
policies and regulations required to support a
thriving Al business landscape in the UAE.

But the governance of Al is not the only
question facing government leaders. Al also
has the potential to influence the act of
governance itself. As researchers come ever
closer to Al systems that can make decisions,
the nature of leadership and governance

will also have to change. Will Al advance
human intelligence in governance? Can the
Al revolution be a call to action to better
governance? The answer to both questions is
yes, and the willingness of the UAE to adapt
to these changes offers a blueprint for other
countries.



Al GUIDE « KEY CONSIDERATIONS & EFFORTS OF THE UAE « DATA GOVERNANCE

3. KEY CONSIDERATIONS
& EFFORTS OF THE UAE

3.2 DATA GOVERNANCE

Data plays a pivotal role in developing
ML algorithms. However, the usage

of data raises challenges around data
privacy. First, private companies are
collecting personal data to develop
ML models, to ultimately generate
profit. There is a tension thus in using
personal data between creating

value for businesses and improving
user experiences. Reconciling how
corporations use data in a transparent
and fair manner is key.

As part of the UAE Gdi%e\rnment's
commitment to maintaini g satisfaction
of its diverse communityr,qigo%emment
service providers regularly collt%v
data from customers related to their

The UAE Artificial Intelligence and
Blockchain Council has established
The Data Committee. Its main tasks
include (1) identifying the main
challenges of collecting data for
artificial intelligence and blockchain,
(2) making recommendations for the
standardization, collection and inventory
of data, (3) and designing specialized
courses, policies, systems and standards
for all dara.

As the home of more than 200
nationalities, the UAE itself is a rich
source of data that can be leveraged to
inform globally releva\ﬂg use cases. As Al
projects continue to proliferate in the

CQ"(Jntry, these rich data fields can be put

happiness with a specific service ~_to use for innovative applications and

transaction. The data from these ~
‘Happiness Meters’ is then analyzed and
used to design interventions to increase
customer happiness, such as expanding
operating hours or opening more
service channels.
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solutions across the sector. \
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3.3 CYBERSECURITY

The need to protect the security and
integrity of data introduces a new
dimension to the challenges facing Al
today. As cyberattacks continue to
increase in volume and intensity, Al
algorithms are both an asset to protect
and a means of defense (or attack).

The UAE Government treats cyber safety
and digital security as a national priority.
Cybersecurity protocols are hardwired into
the country’s digital infrastructure. UAE
resident and citizen identities are secured
through electronic, biometric identity cards
and single-sign-on logins that allow access
to online government service with one
password. Systems are regularly monitored
with the help of Al-powered programmes
as outlined in the UAE's National Cyber
Security Strategy. The UAE Artificial
Intelligence and Blockchain Council has
established The Cybersecurity and Risk
Management Committee, with main tasks

to include (1) providing technical advice
and proposing initiatives to disseminate
knowledge, (2) making recommendations
and proposals, (3) conducting surveys

to document vulnerabilities and security
threats, (4) maintaining a unified

and modern record, (5) ensuring the
effectiveness of cybersecurity protection
systems, and (6) combating cybersecurity
crimes in the field of artificial intelligence
and blockchain.

Al can also be used to implement solutions
for cybersecurity tasks. These include Al
systems that scan fingerprints and retina for
accuracy in biometric logins, or to detect
malware and virus on data servers. More
advanced applications assist with securing
conditional access featuring dynamic, real-
time, and global authentication frameworks
for high-level data serves. The Dubai and Abu
Dhabi police also use Al to protect sensitive
data systems and prevent crime.

The UAE Government treats cyber
safety and digital security as a

national priority.
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3.4 ETHICS

The ethical principles that guide how Al

is created and used are perhaps the most
important questions in the field of Al
research. This is especially true given that
ethics are cultural, and there is not one
universal code of ethics. That being said, one
positive development stemming from the
intense interest in Al in the last decade has
been the international push for responsible
and ethical Al. The UAE has taken a leading
role in this debate.

The Dubai Data Establishment within the
Smart Dubai Office has published an Ethical
Al Toolkit that defines guiding principles
for ethical Al. The principles focus on four
domains: ethics, security, humanity, and
inclusiveness (Figure 9). The principles state
that Al systems should be fair, transparent,

accountable, and understandable.
Additionally, Al systems should be safe

and secure, and should serve and protect
humanity. Furthermore, Al should be
beneficial to humans and aligned with
human values, in both the long and short
term. Finally, Al should benefit all people in
society, be governed globally, and respect
dignity and people’s rights. The framework
also provides guidelines to ensure the
fairness, accountability, transparency and
explainability of Al algorithms. Smart Dubai
has also built a self-assessment tool for
government entities, the private sector and
individuals to evaluate Al solutions from an
ethical perspective. Smart Dubai’s approach
to ethics is especially innovative and critical
for this developing field.

The Dubai Data Establishment
within the Smart Dubai Office has
published an Ethical Al Toolkit

that defines guiding principles for

ethical Al.
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Figure 9. Dubai’s Artificial Intelligence Principles
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3.5 BIAS

Al can identify patterns, conduct tasks and
make predictions faster and more accurately
than humanly possible. Yet Al is only as
accurate as the data that it is trained on. This
is why the quality of data that is fed to an
Al'is so important. Bad data will inevitably
lead an Al to make the wrong decision,
sometimes with life-altering consequences.
For example, using data collected from
publicly available records, an algorithm that
was developed in the US found that criminals
of color were assigned higher risk profiles
than white criminals. The findings highlight
how cultural bias can be easily embedded in
seemingly objective algorithms. Statistically,
people of color are not more likely to
commit crimes, but historical bias reflected
in the data caused the algorithm to make the
wrong prediction since people of color are
more likely to be prosecuted for crimes.

In another case of bias and Al, Amazon

was forced to scrap an internal project that
was trying to use Al to vet job applications
after the software consistently downgraded
ferale candidates. Because Al systems learn
to make decisions by looking at historical
data, they often perpetuate existing biases. In
this case, that bias was the male-dominated
working environment of the technology
industry. The issue of bias is complex and will

continue to be a challenge as long as bias
exists in our societies.

The UAE is focused on efforts to remove bias
from Al systems. Following steps outlined

C0O

under the Fairness Principle in the Dubai

Al Ethics Guidelines, bias is mitigated by 00O

considering the effect of diversity on the

development and deployment of a solution

and evaluating whether the data ingested

is representative of the affected population.
Next, solution providers evaluate whether
decision-making processes introduce bias by

testing the algorithm prior to deploying it
in the field. Providers also consider whether

their Al systems are accessible and usable in
a fair manner across user groups. Lastly, Al
solution providers in the UAE are urged to
continually evaluate fairness of significant
decisions informed by Al in an effort to
confront biases.

The question now is not can we build

Al - but should we? The first six decades
of Al development centered on the
question of whether specific inventions
and innovations were possible. Today the
questions focus on whether the invention
will be positive or negative for society.
This is profound shift in how society
understands Al and its role in society.
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3.6 EMPLOYMENT

Research is on the cusp of creating tools that
are able to perform repetitive tasks better
than humans. Just as technology irrevocably
changed work during the Industrial
Revolution, so too will Al change how
people work today. Large parts of internet-
connected infrastructure already rely on Al,

from virtual assistants to translation software.

The impact of Al on the workforce is
threefold. Alis replacing employees in roles
with repetitive tasks that follow a strict set
of rules, such as factory work, or in roles that
are dangerous to humans. Al is augmenting
employees in roles that demand high levels
of precision yet still require human intuition
or empathy, such as in medicine. Finally, Al
is assisting employees in tasks where large
volumes of data need to be evaluated in
order to make a decision, such as law or
finance.

With the arrival of self-driving cars, the
dream of increased productivity will be
released onto the roads. Time spent driving
can be spent elsewhere, and taxi drivers will
have to find jobs in other sectors. Similar
shifts will unfold in the medical industry. Al
will aid doctors in evaluating patients, and
individuals will be able to track and interpret
their medical conditions through lictle more

than a smartphone. In other scenarios, Al will
replace human labor entirely, allowing us to
focus on the creative and empathetic tasks
that make us uniguely human.

Jobs have been made redundant but not

all will be eradicated. Robots and Al could
lead to hiring sprees as companies focus on
new areas of productivity once menial jobs
are outsourced to Al. However, the new
kinds of jobs that will be done in the digital
economy will require technical skills or social
intelligence. Thus, up-skilling of the labor

force will be critical to handling this transition.

Around 22% of graduates in the UAE study
STEM subjects, ahead of 16% in the US for
example. From programming to overseeing
Al systems across society, the Al industry will
soon be one of the major drivers of the UAE
economy. The top three industries for fresh
UAE university graduates are professional
services, architecture and engineering,

and financial services. Each of these fields

is affected positively by the growth of Al
applications in the workforce. In the finance
sector, for example, analysts work alongside
Al systems to evaluate market trends. The
partnership boosts job performance and

ensures time is spent as effectively as possible.

The same is true for virtually every job in

these sectors. Far from stealing jobs away,
Al will create more jobs while ensuring that
existing positions are more productive.

Job titles such as algorithm manager, Al
data analyst, machine learning engineer,
data curator, digital knowledge manager,
cognitive copywriter, and Al integration
designer will soon be featured across all
employment sectors.
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STAGE A
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In which category will
Al add value to your
business.

AUTOMATE

PREDICT

CLASSIFY

Figure 10. Al Adoption Framework

Given the converging advancements

in deep learning, data availability and
computational power, it is no longer a
question of if Al will disrupt any industry,
but when. The opportunity for Al is
apparent, yet in a field that is both so
broad and dynamic, the obvious question
becomes — where to begin? (Figure 10)

Embarking on an Al project may sound
daunting to even the most seasoned
executive. Yet at its core, Al is another tool

Identify specific business
needs and ensure that
Al'is the right fit.

i\

STEP 1

Take Caution

STEP 2

Assess

that can be deployed to help any entity
complete its objectives more efficiently.
When applied correctly, Al can deliver

the ultimate win-win: a solution that

both improves customer experiences and
controls costs. However, leaders should be
careful to avoid the pitfalls of defaulting
to vanity projects that do little to leverage
available data or support entity objectives.

The first step to getting started in Al is to
conduct an internal readiness assessment

Identify business needs
where Al can help.

Determine the best Al

STEP 3

Select

STEP 4

Refine

solution to apply to
the problem.

MACHINE DEEP
LEARNING LEARNING

UNSUPERVISED SUPERVISED

REINFORCEMENT

LEARNING

to determine if the right people, processes
and standards are in place to guide a
successful implementation. Although
senior level managers do not require a
strong technical grounding, it is important
to conduct proper education sessions
with all stakeholders to ensure a shared
foundational understanding. A strong
internal technical team with experience in

data science and machine learning is critical

Continue evaluation of
need/value of Al

STEP 5

Review and Reflect
Al is evolving with time.

to lead the project internally and to act as a
counterpoint to an external supplier.

A successful Al solution relies on well-
defined and sustainable data management.
Prior to beginning in Al, data should be
valued as a corporate asset. Investment

in cloud-based technologies optimized

for effective data-sharing is a good data
maturity indicator. Entities should also
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evaluate how much data the company uses
and produces and what data governance
standards are in place to reflect well-
organized data protocols.

Finally, entities should also evaluate

their corporate policy to ensure the

right guidelines are in place for any

Al implementation to be ethical, fair,
accountable, transparent and explainable.
This step may require an entity to refine its
corporate policy before proceeding with any
implementation. Alignment on the ethical
use of Al prior to deployment ensures the
solution will both boost innovation and
deliver human benefit and happiness.

In terms of selecting the right Al use case,
the first step is to examine the entity
portfolio to identify where Al can benefit
existing workflows. Al can help entities
automate tasks that are well-defined,
low-risk and repetitive, classify vast
amounts of data to identify patterns, and
make predictions by comparing real-time
inputs against historical data. In a retail
setting, for example, Al could be used

to automate the nightly stock inventory,
detect patterns in product purchasing
habits to identify cross-merchandising
opportunities, and predict buying habits
to pre-order inventory. This is taking place

in leading grocery stores such as Carrefour
across the UAE.

Once an entity has identified a challenge
that an Al will help solve, the next step is
to determine exactly what type of Al is
needed. For a repetitive task with clearly
defined inputs and a definitive outpurt,

a machine learning algorithm trained in
supervised learning would be appropriate.
If there are large volumes of data that need
to be reviewed and anomalies detected,
such as security footage, a computer vision
neural network trained in unsupervised
learning is a good solution. If the solution
will need to interact with humans through
text or voice commands, an Al trained in
natural language processing through deep
learning will be able to get the job done.
The more tightly defined the use case is,
the higher likelihood of identifying the best
Al fit for an entity.

Unlike a traditional computer program,
Al doesn't operate in a vacuum. Entities
need to constantly review whether the
Al is performing as intended and in

line with entity objectives. Change is a
good thing. With the rapid advances

in technology, Al platforms are always
changing and refining their offerings.
Leaders should embrace that change and

understand how innovation will make
their operations better.

The revolutionary aspect of getting
started with Al is that entities are not
doing anything dramatically new. Getting
started in Al doesn't require creating

a new workstream or entering a new
market. The difference is that Al can
refine, streamline, and accelerate existing
processes. Using intelligent algorithms,
these processes can be augmented and
tailored for even better results.

It is useful to keep in mind that, while
most Al innovation is taking place at

a sophisticated level, there is ample
potential for Al to transform how people
work, from the most mundane tasks to
the most advanced. Thus, getting started
with Al to address evergreen challenges
can yield practical and long-lasting

results. That is why the UAE has invested
so much in Al programmes, initiatives,
and implementations. The UAE has

seen the second highest Al investment

in the region over the past decade,
estimated more than Dh7.9 billion. 94% of
companies in the UAE report involvement
in Al at executive management level -

the highest percentage of any surveyed
country in the Middle East. This is

due to the fact that UAE companies

are heavily focused on customer
engagement when it comes to Al. The
use of chatbots in the marketing space
has become common largely because
they enhance the customer experience,
ultimately demonstrating obvious value
to management. Figure 11 shows sample
of guiding questions in evaluating own Al
capabilities, while further consultation is
advised for each case.
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PEOPLE

The right skill set is essential to your Al journey. Consider your team.

1. We have in-house data science and/or ML engineering expertise.
OYes ONo OUnsure

OYes ONo OUnsure

3. We have executive support for Al initiatives.
OYes ONo OuUnsure

PROCESS

Weak or inefficient processes won’t be improved by automation. Consider the state
and purpose of your current business processes.

1. Our business processes are well defined and stable.
OYes ONo OSomewhat

2. We value data as a corporate asset.
OYes ONo QOuUnsure

TECHNOLOGY

Integrated technologies that leverage the Cloud are foundational for Al success.
What technologies do you currently use?

1. Our organization uses Cloud-based technologies.
OYes ONo QOuUnsure

2. Our systems are integrated, with viable, effective data-sharing.
OYes ONo OSomewhat

Figure 11. Sample Questions for Al Readiness

2. We have a Chief Data Officer, CIO, CTO or similar senior role focused on data.

DATA
Machine learning algorithms require vast amounts of categorized data.
How does your organization handle data?

1. Our data is clean and well organized.

OYes ONo O Unsure

: 2. We have data governance processes in place.
OYes ONo O Unsure

CULTURE

Al spurs transformation. Can your team embrace an evolutionary culture?

1. Our culture encourages cross-functional collaboration.
O Always O Sometimes O Never

: 2. Our organization prioritizes and funds R&D initiatives and PoCs.
OAlways OSometimes O Never
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Faces from German Al artist Mario Klingemann’s
Memories of Passersby I, at the second major
auction of Al art. The exhibition hosted a video
installation showcasing endless Al-generated
portraits. Source: www.theverge.com

The wide-ranging impact of Al means

that individuals at all levels, from young
students to seasoned professionals, will
need to deepen their understanding of the
technology in order to participate as active
members of society in the near future.

The best way to do that is to approach Al
as an executive might. Start with a basic
understanding of data, how it is used,
stored, and its limitations.

With a foundation in data literacy, the next
step is to gain a grounding in the ethical
debates surrounding Al. The influence of

the life experiences of programmers on their

Al creations is one example of a dilemma
society must be able to consider. Basic
understanding of coding languages or at
least the programming principle behind
them is an additional skill needed to chart
Al progress. The best way to develop
these skills at a societal level is to introduce
computer science as a core capability
beginning at an early age.

Starting children early in Al education
programs is critical for the development of

a strong Al sector. This begins with strong
data science and programming education.
In the UAE, focus on future skills training is a
pillar of the National Strategy for Advanced
Innovation. The Government is developing
a new K-12 curriculum for Al, which will
place Al-based coding courses and data
science at the core of the curriculum. The
UAE Artificial Intelligence and Blockchain
Council has endorsed the use of Alin
education to predict student behavior,
facilitate in-class automation and design
customized course curriculum. Through
partnerships with leading Al education
companies, the UAE has seen productivity
soar.

Take Alef Education, a company that

is helping students in Abu Dhabi. Alef
uses Al to assess how well students

are understanding concepts and what
resources they need to succeed. After 12
months of using Alef, 240 grade 6 students
in Abu Dhabi saw their scores soar. English
scores improved by 27%, Math results
soared by 78%.
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As part of the National Program for Artificial
Intelligence, UAE Office for Artificial
Intelligence launched the UAE Al Camp,
which offers spring and summer camp
programs for high school and college
students and government employees.

The camp provides both theoretical and
technical skill training in partnership with
leading practitioners including Careem,
AutoDesk, DGWorld, IBM and Microsoft.
Dell EMC has also signed an agreement to
train 500 Emirati students in a specialized Al
internship programme in 2018.

The British University in Dubai recently
launched a bachelor’s degree in Al that will
be available for free to Emirati students.
Full and partial scholarships are also
available to any student who wishes to
enroll. Abu Dhabi Polytechnic offers the
world’s first applied bachelor’s degree in
Artificial Intelligence and Data Science.
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Rochester Institute of Technology in Dubai
offers the world's first Master degree in
Data Analytics. These degrees are part of a
nationwide effort to bolster STEM course
offerings in the universities, which are part
of the foundation in creating the next
generation of Al programmers. The Dubai
Future Academy, an arm of the Dubai
Future Foundation, offers a wide variety of
Al courses and educational programmes
that help students of all ages prepare for
employment in the Al sector.

Dubai Future Foundation launched One
Million Arab Coders initiative, the largest of
its kind in the Arab world, which aims to
empower one million young Arabs with the
essential future skills required for the labor
market by learning the language of the future
‘Coding” through high-quality online courses
and certifications.

“The potential for Al is

obvious, and educating our
future generation is just the
beginning.” - H.E. Omar
Sultan Al Olama
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The UAE has embraced the future of Al
today. With the UAE Artificial Intelligence
Office and the adoption of the National
Strategy for Artificial Intelligence as part of
the UAE centennial 2071 plan, Al is core to
the national aspirations of the country. The
UAE is a global model for adopting Al in
government and future strategies. The UAE
aims to become a hub for Al.

The UAE 10-year strategic plan — the
National Strategy for Artificial Intelligence
2031 — is core to the nation’s plans for Al.
The vision is for the UAE to be one of the
global leading nations in Al by 2031. The
plan is based on an integrated approach
that focusses on developing the nation’s
capabilities and benefitting from global
expertise to create advanced technological
solutions for government and private sector,
and to develop legal and organisational
frameworks to steward the responsible
adoption of Al

“The UAE launched an integrated strategy
that focusses on developing the nation’s
capabilities and benefitting from global
expertise, to create advanced technological
solutions for government and private
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sector challenges, and develop legal and
organisational legislation that comply with
the adoption of Al” — H.E. Omar Sultan Al
Olama.

The strategy’s objectives mentioned

in the Government section above aim
at employing Al in vital areas such as
education, government services and
community wellbeing,

The strategy includes a plan to build a
well-established UAE brand of artificial
intelligence through artificial intelligence
activities that will make the UAE a test
platform for artificial intelligence technology,
provide enhanced services with advanced
technology, training and qualification
programmes, talent building, research, data
development and governance.

The UAE has been ranked top in the
Middle East in respect of its readiness
to navigate advances in artificial
intelligence. With this foundation in
place, the UAE is well positioned to
lead the next wave of opportunities in
the Al sector and guide their successful
Incorporation Into society.

The future of Alis not difficult to imagine.
The constant stream of data that defines
the majority of people’s lives — from social
media check-ins to online banking, to
mapping applications — will power future
machine learning. The more data society
invests in the system, the better machines
will be at detecting everything from early
signs of illness to the safest route kids can
take to school.

The importance of Al innovation as it
pertains to advancing humanity, making
the world a safer, cleaner, and more
prosperous place, and addressing global
challenges, rests firmly in the hands of
the private companies and governments
developing it. If the products they create
don'timprove lives, then the promise of
Al as a positive force will be limited and
collective anxiety will deepen. However,
if machine learning is open source and
regulated in a manner that prioritizes the
public good, then Al could transform
humanity for the better. The promise of
Al ultimately lies in how people organize
society, and which values they choose to
uphold and choose to ignore.
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Artificial Intelligence

The theory and development of computer
systems able to perform tasks normally requiring
human intelligence, such as visual perception,
speech recognition, decision-making, and
translation between languages.

General Al

General Al refers to a machine that can perform
any intellectual, physical and even emotional task
that a human being could.

Narrow Al
Narrow Al is artificial intelligence that is focused on
one narrow task.

Machine Learning

Machine learning is an application of Al that
provides systems the ability to automatically learn
and improve from experience without being
explicitly programmed.

Deep Learning

Deep learning is a subset of machine learning
where artificial neural networks, algorithms
inspired by the human brain, learn from large
amounts of data.

Neural Network
A computer system modeled to simulate the
human brain and nervous system.

Supervised learning

Supervised learning is the machine learning task
of learning a function that maps an input to an
output based on example input-output pairs.

It infers a function from labeled training data
consisting of a set of training examples.

Unsupervised learning

Unsupervised learning is a type of machine
learning algorithm used to draw inferences from
datasets consisting of input data without labeled
responses.

Reinforcement learning

Reinforcement learning is a field of machine
learning concerned with how software agents
ought to take actions in an environment so as to
maximize some notion of cumulative reward.

Federated Learning

Federated Learning is a machine learning setting
where the goal is to train a high-quality centralized
model with training data distributed over a large
number of clients, each with unreliable and
relatively slow network connections.

Bias

Inclination or prejudice for or against one person
or group, especially in a way considered to be
unfair.

Ethics
Moral principles that govern a person’s behavior or
the conducting of an activity.

Automation
The use or introduction of automatic equipment
in a manufacturing or other process or facility

Robotics
Branch of technology that deals with the design,
construction, operation, and application of robots.

Autonomous Cars
An autonomous car is a vehicle that can guide
itself without human conduction.

Al.GOV.AE
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