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The Dubai Electricity and Water Authority 
is working to find ways to use blockchain 
to innovate creatives solutions that will 

disrupt current electricity and water utility 
business models.

SMART CONTRACT EXAMPLE: HEALTHCOIN

2 A “Healthcoin” (Smart 
contract) is created and placed 
in patient’s “wallet”

1 Doctor  and Patient Agree 
to a new exercise regime

A smart contract between the doctor 
and patient, posted to the blockchain.

3 As Patient exercises, coins are 
added to her wallet (tracked by 
wearable devices)

4 A shared ledger monitors all 
changes in the patient’s 
healthcoin account

5 Patient is rewarded for 
progress (or penalised)

How it works?

Figure 12. Smart Contract Example: Healthcoin

BLOCKCHAIN CHECKLIST DRIVEN SOLUTION

1 Seafood is caught by �hermen & 
tagged with IOT enabled sensors.

2 Sensors continuously transmit data 
about time & location to the blockchain.

3 Blockchain application facilitates 
and tracks possession changes 
through the distribution 

4 �e buyer can access a 
comprehensive record of the 
�sh’s provenance.

How it works?

2.2.3 LOGISTICS AND SUPPLY CHAIN

Due to its immutable and distributed 
ledger, blockchain is also transforming how 
logistics are conducted.  As an electronic 
transaction processing and record keeping 
system that enables all parties to track 
information through a secure network, 
logistics operators from the port of 
Dubai to Aramex’s international shipping 

network are moving towards blockchain 
systems. Blockchain pilots are underway 
in the timber industry, the international 
shipping industry, the fishing industry 
(Figure 11), and in the agriculture industry 
to track goods from provenance to their 
final destination.

Figure 11. Smart Contract Example: Logistics and Supply Chain

2.2.4 HEALTHCARE

Health records stored on a blockchain 
could translate to life or death (Figure 
12). Imagine if individual health data 
was easily accessible for any doctor 
that might need it. This could be 
critical if someone walked into a 

hospital for an emergency, and their 
entire medical history was instantly 
available for the doctor on call. On 
a blockchain, life-saving medical 
information could be securely and 
safely shared across the medical sector.
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2.2.5 IDENTITY SYSTEMS 

From governments to private businesses, 
blockchain facilitates better, more efficient 
and secure identity systems (Figure 13). 
As with other applications of blockchain, 
identity systems benefit from the security 
and access credentials of the blockchain 
system. Major companies are working 
towards developing a decentralized 
approach to identity management systems, 
and to give individuals and organizations 
more control over their identity.

As part of the effort to digitize and 

completely automate the residence 
visa experience in the UAE across visa 
application, issuance and renewal, the 
General Directorate of Residency and 
Foreigners Affairs (GDRFA) has partnered 
with Blinking, a blockchain-based digital ID 
solution provider. The new authentication 
tool gives users complete control over 
their data. It is a platform for secure digital 
identity management, providing biometric 
authentication, service authorization, 
shareable KYC, secure data storage and 
private data regulatory compliance.

2.2.6 FINANCIAL SERVICES AND INSURANCE 

Since blockchain went mainstream, the 
financial services sector has embraced 
blockchain technology in a big way. From 
creating their own cryptocurrencies to 
shifting critical systems to blockchain, 
the possibility for disruptive change is 
profound. 

Blockchain technology promises 
immutability, decentralization, and 
transparency. In financial services, this 
means financial data can be effectively 
exchanged and managed between parties, 
significantly reducing reconciliation costs. 
Customers are able to perform financial 
transactions more quickly and access more 
of their data more easily. Similar benefits 
apply in the insurance industry, where 
administrators will also have access to data 
regarding premiums and rates that are 
automatically updated and verified using 
blockchain. 

Emirates National Bank of Dubai (Emirates 
NBD) announced a unique Blockchain 
pilot in spring 2017. As a developing region, 
many of the bank’s customers still prefer to 
transact via cheque. Rather than enforce a 
new consumer behaviour, Emirates NBD 

is piloting an integration for blockchain 
that allows customers to continue to write 
cheques, but enables the bank to instantly 
store the cheque data on the blockchain 
as soon as the cheque is deposited. Once 
a digital copy of the cheque is made — 
usually after it is deposited into a cheque 
deposit machine (CDM) — the bank reads 
the details of the cheque and stores it on 
the ‘Cheque Chain’, creating a record of 
the transaction.

Telecom provider Etisalat has partnered 
with leading blockchain solution providers 
Settlemint and Tradefin to innovate 
blockchain business-to-business solutions 
that will reduce transaction costs in 
processes between banks, government, 
and private entities. SettleMint provides 
licensed, enterprise-grade, middleware to 
make building blockchain applications 
and integrating blockchain into existing 
applications easy for IT teams. Tradefin 
provides a business to business payment 
and financing network on blockchain. 
Through partnerships such as these, 
Etisalat aims to reduce costs by 40% over 
the next five years through the use of 
blockchain technology.
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Assign unique ID to 
every device

Authenticate IOT
devices

Validate devices sent 
to blockchain

Smart Contract

Figure 13. Smart Contract Example: Identity Management System
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The first blockchain was not perfect. 
Hobbyist programmers spent years 
tinkering with Bitcoin’s blockchain to 
defeat bugs and improve the system. 
As the technology proliferated, early 

limitations were overcome, technological 
advancements made, and new applications 
discovered. However, blockchain remains a 
nascent technology, and technological and 
practical challenges remain.

3.1 EDUCATION AND CAPABILITIES

As terms such as “blockchain”, “bitcoin”, 
and “cryptocurrency” began emerging 
throughout the business world, the 
media did its part in publishing explainers 
about blockchain and cryptocurrency. 
Government initiatives led awareness 
campaigns outlining the power of 
blockchain to change how government 
functions. 

Blockchain is still closely identified with 
cryptocurrency. While misconceptions 
about cryptocurrency have subsided, 
many still don’t fundamentally understand 
how blockchain works, and the powerful 
effects technology can have in everyday 
life. This lack of awareness even extends to 
most lawmakers around the world, which 

is problematic because blockchain - as a 
new technology - needs fresh regulations 
to ensure that its power is used in a 
constructive way for society.

Because blockchain is a new field of 
technology, there are few individuals who 
understand how it works, and distinguish 
it from cryptocurrencies. Not to mention, 
there are even fewer talented enterprise-
level blockchain software developers. 
Without proper training programs, that 
matches different levels (i.e. students, 
engineers, managers, and senior executives), 
there will be doubt of adoption and 
development in the technology even if it 
matures and progresses steadily.
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3.2 INTEROPERABILITY

With the creation of so many types of 
blockchains, there is additional concern 
about interoperability moving forward. 
No standard is there to ensure that 
different types of blockchains can be 
compatible with each other and work 
in harmony, and lack of this standard is 
what raising this interoperability issue. 
On Github alone there is more than 

6500 active blockchain projects using 
different languages, platforms, consensus 
mechanisms, and protocol schemes. 
This disconnection between different 
blockchains will add to the confusion and 
challenge in development and adoption of 
the technology, and would make decision 
makers think and doubt twice. 

3.3 SCALABILITY 

Scalability remains a critical challenge for 
companies and governments. The creation 
of scalable blockchain platforms that can 
adapt to the growing needs of a company or 
government can pose challenges with regard 
to implementation, cost, and training of 
employees. Indeed, investing in a blockchain 
technology today, only to have to change 
it afterwards due it being incapable of 
handling the growth of a company’s 
transactions will halt the technology’s 
progression. What needs to be considered 
here is that scalability is an inherent 
technological challenge for blockchains. 
With every transaction, the blockchain adds 

one more block to its ladder of transactions, 
and every block increases the chain size with 
data as the chain will contain the history of 
the blocks before it. As more users join the 
networks and the transaction histories of 
individual coins grow, the current system 
is in danger of buckling. For comparison, 
Bitcoin can handle approximately 60 
transactions per second, while Visa’s peak 
rate of 47,000 per second. Many solutions 
are being considered and tested to 
overcome this challenge, such as Sharding or 
off-chain transaction (i.e. lightning network), 
but one has to keep in mind that there is no 
free meal in this game.
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3.4  REGULATORY CLARITY

Considering the borderless nature of 
blockchain networks and their global 
impact, lack of consistent regulatory clarity 
and differences between jurisdictions may 
prove a challenge for burgeoning networks. 
As the technology advances ahead of 
regulations, risks and uncertainties will 
continue to arise. Many regulators still lack 
the necessary understanding of blockchain 
and cryptocurrencies and remain 
unprepared to apply a cohesive approach 
towards answering regulatory concerns.

Indeed, the current regulations over 
cryptocurrency are inconclusive and 

scattered. In some places, cryptocurrencies 
are banned completely, while others 
regulate their use by regulating exchanges. 
There are no unified international 
standards, and this will continue to be a 
challenge for the short and medium term. 
There are additional concerns about how 
best to regulate data and data ownership, 
but so far, there are no internationally 
accepted standards or codes of conduct. 
The efforts of the UAE and WEF to 
establish global standards for blockchain 
are a welcome move and signal how the 
technology is maturing.
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3.5 GOVERNANCE

Governance is the establishment of 
policies, and continuous monitoring 
of their proper implementation, by the 
members of the governing body of an 
organization. It includes the mechanisms 
required to balance the powers of the 
member, and their primary duty of 
enhancing the prosperity and viability of 
the organization.

Each blockchain has its own mechanisms 
to modify and shape its network in order 
to adapt and change overtime. Because 
blockchain is relatively a new technology, 
governing it is in reality an experiment 
that we do not know the best recipe for 
yet. Moreover, adding to the problem, 
blockchain governance is rooted in the 
fact that the interests of a network’s 
stakeholders change as they interact with 
and generate value from the network.

Governments and industries would 
need to be open and prepared to 
address change when needed in a 
way that ensures the benefit of all 
stakeholders without comprising the 
blockchain network. For example, 
deciding when to switch to a new 
consensus protocol, how to set rules for 
organizations joining and leaving the 
network, whether block sizes should be 
increased or not, or whether an off-
chain solution should be adopted.

Different solutions are being considered 
and tested, mainly separated into 
on-chain and off-chain governance 
schemes (i.e. DAO). However, the core 
of this challenge remains in deciding 
the governing entities selection and 
classifying stakeholders. In short, it is a 
social problem in the digital era.

Governments and industries 
would need to be open and 
prepared to address change 
when needed.
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By 2024, blockchain could become 
around an $8 Billion industry. The average 
person will never interact with blockchain, 
yet soon, blockchain could underwrite 
every transaction. Blockchain might be 
embedded within nearly every organisation 
on the planet in the next decade. Business, 

by definition, is the exchange of goods 
or services in fulfilment of a contract. 
Blockchain can regulate every step of that 
equation. Every stage of a business lifecycle 
in any sector can be enhanced by smart 
contracts on blockchain.

4.1 INTERNET OF TRANSACTIONS

Take a look at the myriad applications of 
smart contracts. Smart contracts in the 
music industry can be deployed by artists 
to ensure their IP is protected, and to make 
sure they receive payment for their work 
whenever an album or song is downloaded. 
A British recording artist has emerged as a 
blockchain pioneer and evangelist, working 
to introduce the benefits of an indelible 
ledger and self-executing smart contracts 
to the music industry. Through smart 
contracts, musicians can automatically 
receive payments for a song and, as the 
artist has done, automatically share royalties 
with everyone who contributed to the 
making of the song.

In the art world, blockchain can be 
deployed to open a digital market for 
investors and artists, simultaneously 
assessing and validating the worth of an 
artwork, and recording the exchange of 
possession between artist and buyer. As 
forgery techniques become even more 
advanced, blockchain can be applied 
to verify the origins of artwork, helping 
would-be investors differentiate between 
an original Monet and an Artificial 
Intelligence copy.

Self-executing contracts on the 
blockchain can also dramatically reduce 
payment turn-around times for client 
work. Companies in service, design, and 
consulting fields who have entered into 
a smart contract with a client can receive 
payment for services within moments 
of the client signing a delivery note, 
reducing the payment processing period 
from weeks to seconds. And because the 
contract terms and transaction history are 
permanently stored on the blockchain, the 
audit trail is tamper-proof. 

Businesses of all sizes should investigate 
the potential role of blockchain in their 
organisation and be ready to embrace the 
technology as it matures. Mass adoption is 
coming soon.

This is all possible because as blockchain 
technology matures, it will drift to the 
middle. It has already matured from 
the vision of the early internet pioneers 
and the libertarian Cypherpunks into 
something more palatable to business and 
government. Given its use case, it will only 
continue to do so. 

4. BLOCKCHAIN’S FUTURE
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Businesses of all sizes should 
investigate the potential 
role of Blockchain in their 
organisation, and be ready to 
embrace the technology as it 
matures. Mass adoption will 
come sooner than you think.
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4.2 CONVERGENCE

The world is awash in data. From 
smartphones to the Internet of Things 
(IoT) devices, data fuels contemporary 
life and is fast becoming as valuable as 
oil. As the internet expands, increasing 
amounts of data will be required to sustain 
new innovation. Artificial Intelligence 
programmes requires massive amounts of 
data to function properly. 

How will data be securely organised 
in a manner that provides quick and 
easy access? As the technology that 
enables cryptocurrencies such as Bitcoin, 
blockchain offers a promising new 
approach to digital transactions that 
meet contemporary requirements for a 
shared, verifiable, and immutable record of 
transactions. This is just the beginning of 
the wave of changes that blockchain will 
facilitate.

Consider the overlap in how blockchain, 
IoT devices, and artificial intelligence 
technologies can work together. An 
example of AI and blockchain working 
together is AI DAO. AI DAO could be a 
decentralised organisation entirely run 
by machines with no or limited human 
intervention, effectively utilizing AI, 
blockchain, and IoT as its building blocks.

Above all else, blockchain can put the keys 
to personal data back in the hands of users 
by demonstrating who accessed their data 
and when.  And that is the message that 
blockchain can deliver: putting control 
back in the hands of users to enable a 
new era of trust in the internet. In today’s 
connected world, trust is one of the most 
valuable currencies in the marketplace and 
blockchain just might be the new gold 
standard. 

4. BLOCKCHAIN’S FUTURE
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BLOCKCHAIN 
A decentralized, distributed, and digital ledger 

that is used to record transactions across many 

computers so that any involved record cannot be 

altered retroactively, without the alteration of all 

subsequent blocks.

CRYPTOCURRENCY
A digital asset designed to work as a medium 

of exchange that uses cryptography to secure 

financial transactions, control the creation of 

additional units, and verify the transfer of assets.

ORACLE
Oracles are used in smart contract blockchain 

application. A blockchain oracle is a third-party 

information source that has the sole function of 

supplying data to blockchains which permit for the 

creation of smart contracts.

SIDE CHAIN
A sidechain is a separate blockchain that is 

attached to its parent blockchain using a two-way 

peg. The two-way peg enables interchangeability 

of assets at a predetermined rate between the 

parent blockchain and the sidechain. The original 

blockchain is usually referred to as the ‘main chain’, 

and all additional blockchains are referred to as 

‘sidechains’.

ON-CHAIN
On-chain transactions refer to transactions which 

occur on the blockchain - that is, on the records 

of the blockchain - and remain dependent on the 

state of the blockchain for their validity.

OFFCHAIN
An off-chain transaction is the recording of data or 

movement of value outside of the blockchain.

PERMISSIONED
Also known as private blockchains, Permissioned 

blockchains maintain an access control layer to 

restrict access and rights to certain identifiable 

participants. 

PERMISSION-LESS
A public blockchain that is accessible to anyone. 

WALLET
A cryptocurrency wallet is a software program that 

stores private and public keys and interacts with 

various blockchain to enable users to send and 

receive digital currency and monitor their balance.

CONSENSUS
A consensus mechanism is a fault-tolerant 

mechanism that is used in computer and 

blockchain systems to achieve the necessary 

agreement on a single data value or a single state of 

the network among distributed processes or multi-

agent systems.

CRYPTOGRAPHY
The practice and study of techniques for secure 

communication in the presence of third parties

HASH FUNCTION
A hash function is any function that can be used to 

map data of arbitrary size onto data of a fixed size. 

The values returned by a hash function are called 

hash values, hash codes, digests, or simply hashes.

DISTRIBUTED LEDGER
A distributed ledger is a database that is 

consensually shared and synchronized across 

multiple sites, institutions or geographies. It 

allows transactions to have public “witnesses,” 

thereby making a cyberattack more difficult. The 

participant at each node of the network can access 

the recordings shared across that network and can 

own an identical copy of it.

DECENTRALISED
The decentralized nature of blockchain technology 

means that it doesn’t rely on a central point of 

control. 

SMART CONTRACTS
Smart contracts are self-executing contracts with 

the terms of the agreement between buyer and 

seller being directly written into lines of code. The 

code and the agreements contained therein exist 

across a distributed, decentralized blockchain 

network.

BLOCKCHAIN NETWORK/NODES
Nodes form the infrastructure of a blockchain. 

All nodes on a blockchain are connected to each 

other, and they constantly exchange the latest 

blockchain data with each other, so all nodes stay 

up to date.

DAO
A DAO (Decentralized Autonomous 

Organization) can be seen as the most complex 

form of a smart contract, where the bylaws of the 

decentralized organization are embedded into the 

code of the smart contract, using complex token 

governance rules.

DAPP
DApp is an abbreviated form for decentralized 

application. A DApp has its backend code running 

on a decentralized peer-to-peer network. Contrast 

this with an app where the backend code is 

running on centralized servers.

IOT
The Internet of things (IoT) is the extension of 

Internet connectivity into physical devices and 

everyday objects.

ICO
An Initial Coin Offering (ICO) is the cryptocurrency 

space’s rough equivalent to an IPO in the 

mainstream investment world. ICOs act as 

fundraisers of sorts; a company looking to create a 

new coin, app, or service launches an ICO.
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